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1
Decision/action requested

It is proposed to approve the changes to the draftCR [3] to TS 33.122 on RNAA.
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3
Rationale

In Resource owner-aware northbound API access (RNAA) scenarios, the API invoker can be authorized by authorization code grant with PKCE flow defined by IETF RFC 7636 [1], authorization code flow and client credentials flow defined by IETF RFC 6749 [2].
This contribution identifies the new parameters that are needed in the claim part of the token and the token request procedure.
4
Detailed proposal
***************Start of the 1st Change ****************
C.2.2
Token claims

The CAPIF ‘Method 3 - TLS with OAuth token’ access token shall convey the following claims as defined in IETF RFC 7519 [6] and IETF RFC 6749 [4].

Table C.2.2-1: Access token standard claims

	Parameter
	Description

	exp
	REQUIRED. The expiration time of the access token.  Implementers MAY provide for some small leeway, usually no more than a few minutes, to account for clock skew (not to exceed 30 seconds).

	client_id
	REQUIRED. The identifier of the API Invoker making the API request as previously established with the CAPIF Core Function through onboarding.

	scope
	REQUIRED. A string containing a space-delimited list, comprising of the following as scopes associated with this token:

-  List of Services per AEF (e.g. “AEF1:Service1,Service2,Service3,...,ServiceX;

                                                    AEF2:Service1,Service2,Service3,...,ServiceZ”)

-Resource owner identifier (optional). The identifier of the resource owner. The parameter shall be used in RNAA scenarios. In RNAA scenarios, the API invoker shall be restricted to only request resource related to the resource owner identifier.
- Resource identifier (optional). The resource identifier indicates the resource (e.g., location, QoS, PDN connectivity status) that can be handled by the API invoker. The parameter shall be used in RNAA scenarios. In RNAA scenarios, the API invoker shall be restricted to only request resource related to the resource identifier.


The ‘exp’and ‘scope’ parameters of the access token shall be determined by the CAPIF core function based upon the client_id of the API Invoker provided in the Access Token Request message.

The scope parameter ‘List of Services per AEF’ shall contain a full or partial list of services which the API Invoker is permitted to access at each AEF.  

***************Start of the 2nd Change ****************
C.3.2
Access token request
To obtain an access token, the API Invoker makes a request to the CAPIF Core Function by sending an Access Token Request message with the following parameters using the "application/x-www-form-urlencoded" format, with a character encoding of UTF-8 in the HTTP request entity-body. The access token request parameters are shown in table C.3.2-1. 
Table C.3.2-1: Access token request message parameters

	Parameter
	Values

	grant_type
	REQUIRED. The value shall be set to "client_credentials" or "authorization_code".

	client_id
	REQUIRED. The identifier of the API Invoker making the request. It shall match the value that was assigned to the API Invoker during the onboarding process.

	client_cred
	OPTIONAL.  The client credential that was provided to the API Invoker during the onboarding process.

	code
	OPTIONAL. The authorization code sent by the CCF when the authorization code grant with PKCE flow or the authorization code flow is selected.

	code_verifier
	OPTIONAL. If the authorization code grant with PKCE flow is selected, the code verifier is used by the CCF to check the code_challenge according to IETF RFC 7636 [x].

	scope
	OPTIONAL. A string containing a space-delimited list, comprising of the following as scopes associated with this token:

-  List of Services per AEF (e.g. “AEF1:Service1,Service2,Service3,...,ServiceX;

                                                    AEF2:Service1,Service2,Service3,...,ServiceZ”)
-Resource owner identifier (optional). The identifier of the resource owner. The parameter shall be used in RNAA scenarios. In RNAA scenarios, the API invoker shall be restricted to only request resource related to the resource owner identifier.

- Resource identifier (optional). The resource identifier indicates the resource (e.g., location, QoS, PDN connectivity status) that can be handled by the API invoker. The parameter shall be used in RNAA scenarios. In RNAA scenarios, the API invoker shall be restricted to only request resource related to the resource identifier.




***************Start of the 3rd Change ****************
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***************End of the Changes ****************
